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I ntr oduction

Educationd Technology Services (ETS) provides Information Technology (I1T) suppot
for Foathill-De Anza Community College District (FHDA). Comprehensve suppot can
only beachieved with clear expectationsand cooperation. Therefore, this service level
agreement (SLA) doaument nat only describes theresponsbilities of ETS, butalso
describes and ddineates the responsbilities of FHDA staff members who are not part of
ETS.

Two Technica ServicesteamsPboneat De Anza and oneat Foathill Bprovidesuppot for
two critical FHDA areas: desktop suppot and audio-visud services. Suppot priority is
given to thoee who make direct indructiond use of computer technology.

This SLA describesfour levels of service provided by the Technical Services teams:
Level 1: Fully suppoted

Level 2: Shared suppot

Level 3: Unauppoted

Level 4: Unddined Bareastha cross boundaies or deal with unddined
relationships

K K K

ETS prioritizes work based on thefollowing:
1. Ingructiond Support
2. Multiple users affected/Outage and no workaround
3. Single user affected/Outage and no workaround
4. New indallation

AV/Multimedia Evening Support:
To obtain evening support, contact your college Evening Coordinator.

Non-ETS Staff Tasks and Responsibilities

Division Representative

ETSwould like each divisonto identify a representative to peform thefollowing:
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¥  Work with Technical Servicesto prioritize requests from ther respective
departments
¥ Participae in resolving prioritization conflicts

I nstructional Assodate, Computer Lab Instructional Coordinator or

Computer Lab Instructor Supervisor
¥ Providefirst-level hardware and software troubleshooting suppot for
Ingrudiond Labs’
¥ Assist with deployment of computer software OmagesO
Provide (how-toQassistance for staff, faculty and students
Perform surplus management of ther lab computers, working with ETS staff

Full-time and Part-time Faculty

¥ Lock classroomdoors when finished usng a classroomto prevent thefts of or
damageto equipment

¥ Submt software request by the specified deadlinefor indallation of software for
ther class. Requests made past the deadline will be honoed on a case-by-case
basis. Requests made after the Quarter session beginswill not be honaed

¥ Test software image by stated deadline After thedeadling, there is no guaantee
that modificationsto theingallation will bemade

¥ Obtain usagetraining on multi-media classroom equipment prior to the start of the
Quarter session. Requests after the Quarter session beginswill be scheduled with
the ETS Indructiond Technology SolutionsSystems Engineer as time allows

¥ Return used acetates to Technical Services

¥ Provide48-hour notice when reserving AV equipment. There will beno
guaanteed availability of equipment withoutthis 48-hournotice. Provide
complete and accurate information; otherwise there will be no guaantee of

equipment availability

? | dentify the specific hardware failure/symptom/verify the problem andreport to the ETS
Call Center.
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Technical Services Support Tasksand Levels
LEVEL 1(L1): FULLY SUPPORTED

Thislevel of suppot is available only for jobsand suppott tasks of critical importance to
the Digtrict. These jobsare ongoing and require specialized knowledgeof District
equipment, resources, requirements and gods. Staff will maintain essential technical
certification training to suppot and maintain the equipment. Technical Services staff has
administrative rights to computer equipment at thislevel. Note: Reparstake priority over
other requests. Emergency requests are submitted throughthe Call Center, thesame as all
other requests. Respon® to emergendes is handled as quickly as staff is available,

usudly within onehou.

Computer Hardware
We provide complete lifecycle suppott for District-standard hardware for computers
unde three years old (unde warranty). For computers and printers with an expired
warranty, reparswill be evaluated on a case-by-case basis, based on cog and equipment
age Note: Repar codswill betheresponsbility of the owner (divison/department) of
the equipment. Hardware reparsfor classroonms and labstake priority over other
requests.
¥ Desktop PCs: Troubleshoot repar, replace, upgrade, maintain and ensure
availability for faculty, staff and student-used PCs
¥ Desktop Madntosh computers: Troubleshoot repair, replace, upgrade, maintain
and ensure availability for faculty, staff and student-used Macs
¥ Laptop computers: Troubleshoot, repar, replace, upgrade, maintain and ensure
availability for faculty, staff and student-used laptops
¥ HP LaserJet printers: Troubleshoot repar, replace, upgrade, maintain and
ensure availability for faculty, staff and student-used laser printers
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Computer Software

License Management

ETS provides software license management for District-wide use software or
ingructiond lab licenses purchased and maintained in large quantities. Exanples:
Eudora, Meeting Maker, Macintosh and Windows opeaating systems, Microoft Office,

antivirus software, Macromedia and Adobesoftware applications

Operating Systems Supported
¥ Macintosh OS 8.x
Macintosh OS 9.x
Macintosh OS X.x
Windows NT 4.0
Windows 2000
Windows XP

K K K K K

OS Suppott
Entails research, indallation, testing, patching, upgading, reparing, compatibly and
feasibility testing of OS on an appropriate hardware platform.

Applications
¥ Adobe Acrobat Reader: PC and Mac

Eudora: PC and Mac

Internet Explorer: PC and Mac

Meeting Maker: PC and Mac

Microsft Office: PC BOffice 97, Office 200Q 2003, 2004(Word, Excedl,

Access, PowerPoint)

¥ Mac: Office 98, Office 2001, Office X, Office 2004 (Word, Excel, Access,
PowerPoint)

¥ Netscape Communicator: PC and Mac

K K K K

Norton Antivirus (Anti-virus, Anti-spyware): PC and Mac
Safari: Mac
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¥ FireFox: PCandMac

Application Support

Entailsresearch, indallation, testing, patching, upgading, reparing, compatibly and
feasibility testing of an application on an appropriate hardware platform. Priority will be
given to repairs, classrooms and labs

Other Hardware and Software Tasks

License Management

Technical Services monitors license compliance for non-site-licensed software (e.g. B
Dreamweaver, Visio, MS Project and Photoshop) Evidence of license mug be shown

prior to indallation.

ADA Compliance
Uponrequest, Technical Servicesingalls hardware and software in accordance with

ADA legd requirements.

I nventory Control/Management

Receiving: Un-box, ingpect and dispose of packing materials

Etching: Engrave propety numbe's on new equipment

Recording: Serial numbers and service tags

Tracking: Maintain recordsregarding equipment placement and movement

K K K K

Creating and maintaining: Create and maintain field records (end-user, location,
etc.)
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Maintaining Connectivity

Connected hardware: Hardware externd to central CPU case.
Keyboard: USB and serial

Mouse: USB and seria

Monitors: USB and seria

Printers: Only HP

K K K

Network Hardware: Hardware accessed via TCP/IP
¥ Printing: Digtrict-standad networked printer isHP
¥ Network resources. Loca mapped drives DTCP/IP configured propely, ableto
elicit NBT (authentication) response
Email client: Eudaa propely ingalled and configured to reach server
Meeting Maker: Propealy indalled and configured to reach server

I maging

Total Ge-imagingQof lab computers take place during the summer and winter breaks.
Dueto theinaeased nunmber of labsand thelimited number of days, minimal changes are
made during spring break.

Platform Imaging: PC and Mac Platforms

¥ Createimage Cugom build andingall software on an iconic machine

¥ Ingtall image Indall onatest machine

¥ Test image Condud find in-place ingall Bthelast test of theimagethat has
been tested throughoutthe process

¥ Deployimage Roll outimageto client machines Btest indall, evaluate pog-
ingall (main deployment tool is Ghog)

¥ Reconfigureimageafter initial deployment: This step may or may notbe

necessary
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Multimedia Equipment and Audio Visual (AV) Services

The AV team meets the needs of staff, ingructors and event managers by providing

equipment that enhances the experiences of our staff, students and guests. Reservations

for AV equipment will be honoed with a48-houradvance notice only. Y ou musg provide

complete and accurate information otherwise there is no guarantee of equipment

availability. Dueto theinaeased nunber of locations ddivery of equipmentisnolonge

available. However, some equipment mug beddivered, set up and taken down by ETS,

especially speakers for special events such as graduaion and 'night of magic'.

Services

¥

K K K K K

Checkout services: PC and Mac laptops portable LCD projectors, audio
equipment, remote controls, cables, overhead projectors, dide projectors, VCRs,
etc.

Equipment maintenance: Clean up and basic repairs onloaner AV equipment
Inventory: Track purchases and equipment deployment

Stocking: Re-supply consumable (e.g., lamps) items and maintain equipment
availability

Purchasng: Pricing, vendorresearch and cog andysis

Receiving for all Technical Services: Manageincoming inventory

Equipment security: Indudes cabling, lockdown boxes and conles
Scheduling service: Invaves equipment flow scheduling

Consultation: Provideexpertise to departments and administration regarding AV
hardware and software applicability and purchases

Emergency response: Respondto urgent calls for suppot of classroomand
presentation equipment issues

Equipment usagetraining: Ingruct faculty and staff on prope use of AV
equipment

Routine and scheduled maintenance: Classroom multimedia equipment and AV
equipment cleaning and preventive maintenance work

Multimedia equipment and AV repair L1: Perform equipment diagnosgic tests,

minor repars, equipment replacement and bulb replacement
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Equipment Provided
Overhead projectors
LCD projectors
Screens

Microphones

Stands

Cabling

Public address systems
Slide projectors

TVs

DVD players

VCRs

Loaner PC and Mac laptops

K K K K K K K K K K K

Technical ServicesInfragructure

The Technica Servicesteam mug peform asubgantial number of critical, ongong and
progressive tasks to ensure our ability to respondto our usersQdemands As technologies
and problems change our abilities mug develop and improveto address a continudly

changing mission.

Technical Research
Staff spendssubdantial time researching technical solutionsto problems with viruses,

spyware, security holes, and desktop conneetivity problems.

Testing Environment
Technical Services technicians create and maintain test environments for Macintosh OS
9, 10.x, and Windows 2000and XP platforms for both training and testing purposes.
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Technical Certifications

Technical Services staff members are certified by examinaion on Macintosh hardware
and software so tha we can provide service unde warranty. This requires annud re-
certification and ongong study. Many are also Microsoft M.C.P.3 or M.C.SE.G. Dell
hardware certificationwill bein place beginningin 20052006.

Purchasng/Price/Vendor Research

Hardware and Software

Technical Services staff members spend subgantia time researching vendors Bboth
locally and ontheInternd. Attemptsto ensure qudity of replacement parts, reliable
vendors, and lowest prices for hardware and software are gods that require an ongong
effort.

Security
Technical Services provides suppot for both dataand physcal security. Note: Response
to security compromises may beddayed dueto the increase number of computers and

inddents. This meansequipment will beou of service longe.

Target Areas

¥ Virusesand spyware: Research and testing on anti-virusand anti-spyware
software and repars
Hacking: Clean up hacked machines, reduang vulnerability to future attacks
|llegal software: Check machines for imprope file sharing or GrackedOsoftware

¥ lllegal access. Monitor the desktop for signsof inappropriate remote access or
illegd local accounts

¥ Lock downs. Reduae thelikelihoodof hadware loss via physcal hadware
(indudes AV/multimedia equipment), or indalling or assisting with ingallation of
security hardware

¥ Lodk downsBOS (ports): Shut down access viarestricting logical ports onthe
(O

10
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¥

Lock downsDBapplications. Restrict access to applicationsand datavia
passwordsor user accounts

Consulting: Consult with police and the campuses regarding desktop security;
with Security regarding losses

Researching, testing and purchase: Purchase hardware security devices, for

example

Other Services

¥

Provide essential suppot for the Call Center (when staff is outill, onvacation or
taking persond time)

First-level server suppot may beimmediately escalated to the ETS Systems team
|S application suppot may beimmediately escalated to the ETS Information
Systems team

How-toOsuppot: The Call Center will refer users (lab assistants or ingrudtiond

assodates only) to onlinehdp or formal vendortraining

11
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LEVEL 2: SHARED SUPPORT

This areais defined by tasks or processes with which Technical Services has

involvement, butnotfull ownership or responsbility. It also describes hardware and

systems for which we provide some suppot, but not full lifecycle suppot. The shared

suppot may bewith another FHDA department or avendor. Administrative rights to

computer equipment may beshared. If theuser or vendorindalls software tha rende's

the equipment inopeable, Technical Services will re-image the equipment to the District

standad image

Computer Hardware

Technical Services provides alevel of suppot that involves warranty coverage, limited

repairs, assistance with replacement, or conaltation on thefollowing produds:

¥

Palm (or Handspring) PDAs. Assist with synching to Meeting Maker and
ingalling software on desktop; limited involvement with repar process

Fax machines: Assist with purchase recommendaions set up and configuration;
minimal involvement in repar process

Flatbed scanners. Recommend, ingall and configure for connetivity to desktop
Bdonotsuppot al fundiondity within scanne software packages; limited repar
suppot

Zip drives: Ingall and configure, andingall suppoting software; limited repar;
no responsbility for imprope or indfective use

External back-up drives (including USB drives): Indall and configure; ingall
suppoting software; limited repar; no responsbility for imprope or ineffective
use

Vendor-supported multi-function copiers such asXerox and Sharp: Provide
assistance with connecting to the District computer network

Computer Software

Operating Systems Support

¥

Windows 95: Limited; will recommend upgrade very limited repar

12
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¥  Windows 98: Limited; will recommend upgrade very limited repar

¥ Madntosh Pre-OS8.6: Limited; will recommend upgrade very limited repar

¥ Madntosh OS X <10x: Limited suppot for OS 10.x that is not current; will
recommend upgrade very limited repar

Applications

Thislevel of application suppot refersto District-purchased, non-standard software that
is used by the departments, but has more of a Qyeneral Orather than specific nature.
Support entailsingallation and ensuring the application laundies. It does notindude
troubleshooting or configuration assistance.

Adobeproduds (PageMaker, Phatoshop, etc.)

FileMaker Pro

Java applications(plug-ing

Keyfile

Macro-Media produds (Dreamweaver, Fireworks, etc.)

Maui (shared suppot with ETS IS team)

MS Project

MSVisio

TeralTerm Pro

K K K K K K K K

Other Hardware or Software Tasks
Surplus Process
Work with Central Services Purchasing and Plant Services Depatments and owner of
equipment to dispose of no-longea-needed propaty. Thisis amulti-step process:
¥ Assessment: Evaluae ussfulness of returned property - can it beredeployed
elsewhere in the Didtrict.
Collection
Recycling/recovery: Salvage useful or reusable pats
Classification: Sort salvaged parts
Storage Store salvaged parts

K K K K K

Inventory management

13
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Network Diagnogics

Test desktop to ensure that any network issues are notlocal to the desktop, butaretrue
network problems. Test cable, check TCP/IP configuration, peform basic connetivity
tests, and then escalate to Network group.

Printing Diagnogics

Test desktop to ensure that any network printing issues are notlocal to the desktop, but
are truenegwork problems. Test cable, check TCP/IP configuration (or AppleTalk for
certain printers) and do basic connetivity tests, then escalate to Network group

I nternet Connectivity and Functionality

Test desktop to ensure that any Internet issues are notlocal to the desktop, butaretrue
Internet problems. Test cable, check TCP/IP configuration and do basic conneetivity
tests, then refer as appropriate. We provide very limited suppot for configurationto

suppot for multimedia content on the Internet.

Data Badck Up
Technical Services backs up user data when reparing or re-cloning amachine We will

also conault and recommend backup devices for end users.

AV Services

Console Support

Technical Services has shared responsbility with ETS Ingructiond Technology
SolutionsSystems engineers, vendors and other on-campusservices. We provide
conaultation during purchase, indallation and securing, troubleshooing and repair
suppot. Funding for repairs and new purchases are provided by other sources such

asthe college donation or a bond measure.

14



DRAFT -- May 22,2006

Security Support

Technical Services provides assistance, purchasing research and recommendaions and
ingallation assistance to campuses and departments to secure campusMultimedia and
AV propaty, butonly ona shared-responsbility basis with thengructiond Technology
SolutionsSystems engineers, vendors, campus Security, Risk Management, Plant

Services and each college campus
Multimedia Equipment and AV Repair: Warranty Support

Technical Services provides limited repar suppot for District-owned equipment. We
escalate repar requeststo an ETS Indructiond Technology SolutionsSystems engineer.

15
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LEV EL 3 SUPPORT: UNSUPPORTED

This category refers to equipment, software and services not suppoted in any way. ltems

tha usudly fall into this category are user-purchased, vendor-suppoted or software for a

specific depatmental need. We strongly recommend the purchase of a suppot agreement

with the vendoror manufacturer. If theuser or vendor ingalls software tha rendas the

equipment inopeable, Technical Serviceswill re-image the equipment to the District

standad image

Computer Hardware (L 3)

¥

Non-District standard computers: Privately purchased, non-District propety;
do not provide any suppot services

Printers: Individudly purchased (pro-card), local printers Bif time alows, we
will perform set up and configure; no troubleshootng, repar or suppot services
Specialized computer peripherals. Digital cameras, bar-codereaders,
speciaized scanners, labd printers, etc.; for District-owned, if time allows we will
perform set up and configure; no troubleshooing, repar or suppot services b
these issues should be addressed throughthe product vendor.

Computer Software

Operating Systems

Notindudel in Level 1 and 2; do not provide any suppot services.

¥

K K K K K K K

Linux: Any flavor

Maantosh: PreBDOS 8
Madntosh Server: Any version
Microsoft: PreWindows NT 4.0
Unix: Any flavor

Windows XP Home

Windows Server: Any version
Windows .Net or 2003

16
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Applications
Notinduded in Level 1 and 2; do notprovideany suppott services.
¥ Non-District standard software: Do not suppot software that fallsinto this
broad category
¥ Specialized department software: Do notsuppot, for example, testing software,
assessment software and shop software
¥ STARRSU: Will ingall java applet to suppot functiondity, butit isavendor-
suppoted application
¥ SARS: Will indall client, butit is avendorsuppoted application
Beta Software: Do not suppot
Downloaded software: Do not suppot unless it@ on the District suppot list

Other Hardware and Software Tasks

Domain Issues
Technica Servicesis not ableto address donain issues where we do not have
administrative rights. Example isadivision-controlled computer lab.

Multimedia Equipment and AV Services

Non-District Equipment
Do not suppot; no service provided

17
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LEV EL 4 SUPPORT: UNDEFINED

Occasiondly we receive requests for suppot outside the defined levels of suppot
described above If time allows, we will schedule an appointment to respondto the
request. We strongly urge departments to purchase suppot agreements with vendors or
manufacturers, especially for mission-critical services. The GCharge Back PlanOwill be
applied to QRevenueddepartments. Note: GHOW TO SUPPORTQis no longe provided
other than wha is available on the District webste unde Technology, Call Center. We

strongly urge usersto seek formal training and suppot from avendor.

Computer Hardware

Thehardware tha fallsinto this category isusudly defined by location or affiliation,
rather than anythingintrindc to the hardware, with a notable few exceptions

Locations
¥ Bookdore: nonDistrict standad OS and hardware
Flint Center
Food Services
CACT
OTI: Off campus
HOPE
Hi-Tech Center: Has its own technical staff

K K K K K K

Specialized Hardware (Examples)
¥ Labd printers
¥ Scantron scannas

18
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Computer Software
We will escalate these applicationsto another ETS team, District department or
recommendel therequester contact the vendor or manufacturer:

¥ Maui (escalated to the ETS IS team)

¥ Brio

¥ Blackboad

Other Hardware and Software Tasks
¥ Migrating data from unsuppated applicationsbespecially database-oriented
applications reindallation and testing (i.e. Microsoft Access, Filemaker)
¥ Courtesy suppot: Broad categotry of activities tha occur intermittently

Computer Hardware and Software Training

Technical Services does not provide computer hardware and software training. We can
provide quick answersto basic questions butwe cannotprovide software-applications
training or answer questionsoutside therepar and maintenance of computers and

computer peripheals.

SERVICE NOT PROVIDED

¥ Theeisnosuppot for persondly owned, nondistrict purchased equipment and
software.
No suppot is provided for freeware and shareware software.

Cod for outof warranty reparswill bebilled back to therespective department.
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