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SUBJECT:
Policy on Computer Server Usage and Support throughout the Foothill-De Anza Community College District

SOURCE:
Educational Technology Services, Director of Networks & Systems

POLICY NO:

ETS-002

DATED ISSUED:
January 24, 2002
RATIONALE:

Servers have been purchased, and will be purchased, based on a perceived need by users. In the past, the solution was often chosen prior to careful evaluation of this need or in consideration of other server resources available within the district.  In such cases, the hardware and software chosen may fill the need only on a short-term basis.  Key elements to support the service over its lifetime can be overlooked, leading to problems such as increased support costs, premature replacement, and a doubling of support effort.  When a server or service becomes mission critical to the overall goals and objectives of the District, care must be taken in the following areas: secure the physical devices and information, which may be of the sensitive and private nature; identify the owner of the data and information; evaluate the impact on existing services, such as the network and power; and finally, perform capacity planning.  Appropriate formal project planning must take place in order to ensure a successful outcome and reliable continued service.

Planning for the appropriate software application, operating system, hardware configuration, physical placement of the hardware (in the Data Center or at a co-location facility), data backup services, backup power (disaster aversion), monitoring and support (Service Level Agreement, Production Turnover Document), vendor maintenance agreements, and maintenance of software licensing agreements is key when implementing a mission critical service.  And finally, identifying the initial and ongoing costs and source of the funds are key to the overall planning and life cycle of the service provided.

Non-mission critical services and servers exist, requiring different levels of support from ETS.  In these instances, basic rules still must be applied when devices are connected to the network in order to protect the rest of the user community.  For example, it is important to maintain computer virus protection software and current OS Patches for security purposes (which helps prevent Denial Of Service (DOS) attacks, among other problems).

POLICY:

When the need for a particular computer service or server is identified, ETS should be immediately contacted to begin the formal planning process for fulfilling the need.  The outcome of the consulting sessions will determine the criticality of the service, required security level, recommended hardware and software, capacity planning, physical location, appropriate vendor maintenance agreement and software licensing, identification of the appropriate skill level of support personnel and assigned responsibilities, support plan, disaster aversion plan, written Service Level Agreement and Production Turn Over documents, and additional cost estimates.  Identification of fiscal owners and their responsibilities is key.  Identifying and resolving impacts on existing services such as the network, especially bandwidth, data backup services, power in the Data Center, and co-location facility will also be required.

Services providing or housing information of private student information (especially social security numbers) and instructional material and services for credit courses should be housed in a server room with 7x24 monitoring and support.  Staffing levels will be reviewed during the consulting and planning process.  The appropriate location of the server will be determined based on a set of criteria.

ETS will not be responsible for the content on servers.  There must be an identified owner of the content, data, and information on a server.

Web and software development can occur in individual offices and in fact, will be encouraged.  However, consulting with ETS prior to the service moving to a Production level is required and key to the overall success of the project. 

There are two phases prior to a service moving into Production status:  Development and Test. Development may take place on an individual’s computer.  The Test phase is usually performed using the production like environment. The system and service is verified by a select group of individuals during the Test phase.  Changes are made based on the results of the testing phase.  Additionally, the Service Level Agreement and Production Turn Over documents should be completed during the testing phase.

Personal file sharing on individual computers for sharing of files that are non-critical in nature will be permitted.  Once the use becomes of a critical nature, ETS must be contacted and consulted for appropriate further action.

This policy will apply to existing servers.  ETS will work with the departments to bring each server into compliance with this policy as appropriate.

ETS will not support servers that are not in compliance with this policy.

DEFINITIONS:

Application software - The term application is a shorter form of application program. An application program is a program designed to perform a specific function directly for the user or, in some cases, for another application program. Examples of applications include word processors, database programs, Web browsers, development tools, drawing, paint, image editing programs, and communication programs. Applications use the services of the computer's operating system and other supporting applications.1

Co-Location Facility – A facility that leases/rents Data Center infrastructure services, including networking, power, physical space, and security.  The customer normally provides some network hardware and software and other computing devices and software.  Some of this can be leased from the provider.  Using this type of facility may reduce costs, increase bandwidth, and increase security and reliability.

Computer Virus – Usually a computer application with the intent to harm or annoy a computer environment in some manner.  For example:  automate a chain letter such that when the user opens an attached document, the virus program automatically forwards the email to everyone in their Microsoft Outlook email address book. Another example is the intent to harm by deleting all data on the end user’s hard drive.

Content, Data – Information that is shared among a user community.

Denial Of Service (DOS) attacks – This is when a person or persons using certain computer techniques use computing resources they usually do not own or support to disable a computing environment in some way or another.  Specifically saturating a network with traffic in order to reduce the response time to an ineffective response rate for an entire user community.

Disaster Aversion – A plan of action to prevent a disruption in a computing service.  Usually focusing on the prevention of the loss of data.

ETS – Educational Technology Services, a department of the Foothill-De Anza Community College District.

Hardware- A physical computer device such as a hard drive, floppy drive, CD ROM drive, personal computer, network hub, etc.

Mission Critical – Usually used within  the context of “mission critical services”.  The need for service(s) 24x7.   Loss of income will result if the service(s) is down.  Services such as our administrative applications, web registration, and course materials for students.

Network – Consists of hardware such as a hub or router, software, and cabling that allows multiple computers to communicate and share information.

OS – Operating System - An operating system (sometimes abbreviated as "OS") is the program that, after being initially loaded into the computer by a boot program, manages all the other programs in a computer. The other programs are called applications or application programs.1

Production Turn Over Document – This is a written document that is a collaborative effort between ETS and end users (it may be a single individual).  It provides technical information about a service ETS will be supporting.  It also contains how the ETS will act and react under certain circumstances in order to support the service.

Production – A service is in a mission critical state requiring disaster aversion, high level of reliability, and a high level of support.  Examples: A File Maker database is multi user and contains confidential information;  A web server that is providing a mechanism for students to register for a class; a web server that is providing content to students that is necessary for success in a class.
Security – The prevention of inappropriate use of computing services.  Securing a network from Denial of Service and virus attacks.  Applying techniques to prevent the inappropriate use of data.

Server – A physical computer with software installed that allows multiple users simultaneous access.  It is normally used to house data in a single location for the purpose of sharing data with multiple users.
Service Level Agreement – SLA – This is a written agreement between ETS and the end user community for the purpose of setting expectations and defining roles and responsibilities when supporting a particular computing service.  Although each Service Level Agreement may be unique, types of response by ETS will be limited, but appropriate for the existing environment.

Software – a computer program that uses computer hardware.  See definition for Application program and Operating System.

Web Server -- A Web server is a program that, using the client/server model and the World Wide Web's Hypertext Transfer Protocol (HTTP), serves the files that form Web pages to Web users (whose computers contain HTTP clients that forward their requests). Every computer on the Internet that contains a Web site must have a Web server program. Two leading Web servers are Apache, the most widely-installed Web server, and Microsoft's Internet Information Server (IIS). Other Web servers include Novell's Web Server for users of its NetWare operating system and IBM's family of Lotus Domino servers, primarily for IBM's OS/390 and AS/400 customers.1
PROCEDURE REFERENCE:

Develop by a team of key individuals.

RESPONSIBLE ORGANIZATION:

Office of the ETS Director of Networks & Systems

Foothill-De Anza Community College District

luciwsharon@fhda.edu
http://www.ets.fhda.edu
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