
Information Security Best Practices

The following list of best practices is evolving and the author invites comments and suggestions regarding changes, deletions or additions to this list. Email comments to: shermanfred@fhda.edu 

This document will be posted on the FHDA Website at www.fhda.edu/security.
Storing confidential information (See definition of confidential information on page 2-3)

· Do not store confidential information on computers unless it is absolutely necessary.

· If you must store confidential information:

· Use encryption to protect confidential information when stored on a computer.

· Use only those applications that store confidential information with encryption

· Contact ETS before employing encryption software or acquiring new applications 

· Do not employ / use applications that require user authentication with a SSN

· Contact ETS before acquiring new applications or modifying old applications 

· Do not place confidential information on a server or computer that is specifically configured to allow Internet access to its files

· Note: this does not apply to computers that are just connected to the Internet

· Back up all computer files and secure the backups if they contain confidential information

· Destroy confidential information when no longer needed

· Erase and write over electronic files

· Shred paper 

Ensuring the physical security of computers, data, and documents

· Physically secure your laptop computer before moving out of sight of it

· Log out of your computer when moving out of sight of it

· Use extreme care when placing confidential information on thumb drives (memory sticks, etc.) as these are easily lost or misplaced

· Store paper documents and computer media (including CDs and thumb drives) containing confidential information in a secure area

Using the Internet and email

· Do not download or install any files on your computer from unknown or questionable Internet sites 

· Files using extensions such as MP3, JPEG, EXE etc. can be infected with malware that can damage your and your associates’ computers

· Be very careful on answering any prompts or pop up questions from Internet sites that request personal information from you

· This may be a “phishing” routine that is trying to collect your personal information.

· Do not open e-mail attachment(s) from a source that you are not familiar with.

· When in doubt, do not open the attachment; call ETS for advice.

Responding to lost / stolen equipment or unauthorized access to computers

· Report lost or stolen computers immediately to ETS, to campus police and to your supervisor.

· Report lost or stolen thumb drives, CDs, tapes, or other media containing confidential information to ETS and to your supervisor

· If you have reason to believe that unauthorized individuals have gained (or could have gained) access to confidential data or could have gained access to a computer / server that has confidential data on it, notify ETS immediately. 

· Do not erase any files on the computer

· Turn the computer / server off

Using passwords

· Use strong passwords that contain letters, capitals, lower case, numbers, symbols

· Change passwords frequently

· Do not share your passwords with other individuals

· Do not write down your passwords and place in easy to find places

Sending / Receiving confidential information

· Do not download / obtain confidential information unless absolutely necessary. Destroy confidential information as soon as it is no longer needed

· Do not send confidential information through email

· Do not send documents with social security numbers on them through paper mail unless absolutely necessary

· Do not duplicate or share confidential information unless it is necessary and the receiving person has an authorized need to know.
· Track each copy and make sure copies are accounted for after usage.

· Remind recipients of the need to destroy or return copies after no longer needed

Using encryption

· Give your supervisor your password for safe keeping in case you forget what it is.

· ETS cannot recover data that is encrypted and the password is not known

Note: ETS is currently developing processes and evaluating technology for use in encrypting confidential data and will have more information available by end of the current semester (Fall 2007).

Confidential information (regarding personal identity and privacy) includes: 

1. CIVIL CODE SECTION 1798.29 (Breach Law) Definition

… "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

· Social security number.

· Driver's license number or California identification card number.

· Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.

FERPA Definition

Confidential information includes all personally identifiable information not included as directory information. This would be the students name in conjunction with:

· name of the student's parent(s) or other family members

· address of the student's family

· a personal identifier, such as a social security number or student number

· race/ethnicity

· gender

· a list of personal characteristics

· academic evaluations and grades

· transcripts and other academic records

· scores on tests required for new students

· student's class schedule
Resources

· Information on privacy laws applicable to California
http://www.privacy.ca.gov/lawenforcement/laws.htm#twelve
· Important legislation governing the security of confidential information

· Health Insurance Portability and Accountability Act of 1996 (HIPAA) - 45 CFR Parts 160 and 164

· Family Educational Rights and Privacy Act of 1974 (FERPA) - 20 U.S. Code section 1232g

· Breach Law: California Civil Code - 1798.29

· Security of Personal Information: California Civil Code - 1798.81.5

· FHDA - AP 3410 Guidelines for Classification, Retention and Destruction of Records
http://fhdafiles.fhda.edu/downloads/aboutfhda/3410ap.pdf 
· FHDA - Policy 3250 / AP 3250 Computer and Network Use: Rights and Responsibilities 
http://153.18.96.19/downloads/etac/Policy3250.doc%20 
· FHDA – Policy 5050 Furnishing Information Concerning Students

· FHDA – Policy 4150 Personnel Fles

· Assistance in creating strong passwords
http://www.microsoft.com/protect/yourself/password/create.mspx
http://www.microsoft.com/protect/yourself/password/checker.mspx
· Assistance with locating the nearest shredder or utilizing shredding services: contact your supervisor

· Assistance with encryption: contact the Call Center to request ETS help

· Contact Educational Technology Services with questions and concerns:

· Call Center (408) 864-8324; techhelp@fhda.edu 
· Fred Sherman x6120

· Sharon Luciw x6161

· Chien Shih x6139
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